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Important Tip: A Word on Passwords 
Whether you use a password of “123”, or 
a password 18 characters long, remember 
that your password system is just a small 
part of the entire security of your network. 
Passwords alone will not keep someone 
from your data if he or she wants to gain 
access to it.  Password cracking programs 
first try all words in a dictionary, names in 
a phone book, and other common refer-
ence materials, throwing numbers and 
special characters into each of the words it 
guesses.  Therefore, the strongest pass-
words are those with a mixture of num-

bers, letters (upper and lower case), and 
characters.  However, 15% of even strong 
passwords can be cracked within a few 
hours. 
Bottom line:  though you cannot rely 
solely on a password system to secure 
your data, it is important to assess your 
security needs, identify your risk level, 
and match every layer of security to the 
standard that you set.  Your data is only as 
secure as your least secure layer, so make 
each layer as strong as possible. 
B(IT)2◄Anna Luksich, Kaiser & Associates 

As business-related technology becomes in-
creasingly sophisticated and complex, many 
business owners, office managers and systems 
operators are turning to independent computer 
consultants to develop high tech business solu-
tions that keep a company ahead of the compe-
tition and ensure their operation has the tools 
and training needed to run smoothly and effi-
ciently. 
But how do you go about finding and hiring a 
qualified consultant who understands your 
business needs? 
The Independent Computer Consultants Asso-
ciation (ICCA), a national not-for-profit or-
ganization which promotes ethical profession-
alism within the industry, offers these 10 tips 
for choosing a consultant: 

1. Be wary of the consultant who attempts to 
`snow you' with technical jargon. A consultant 
should be able to explain things clearly in 
terms you can understand. You should feel 
comfortable with your consultant and believe 
that he or she has your best interests at heart. 

2. Listening is a virtue. A consultant should 
listen to your needs and objectives, before of-
fering solutions. A consultant's primary task is 
to understand your needs and translate them 
into system solutions that will work for you. 

3. Check references 
carefully. It is not neces-
sary that a consultant has 
done exactly the same work 
for someone else, but it is im-
portant that his clients are happy                  
with  the results and continued service. 

4. Ask about the consultant's relationships 
with vendors. Vendor ties often mean that the 
consultant has better access to the technical 
support needed to complete projects. Some 
vendors offer extra training and technical sup-
port to consultants with whom they have an 
on-going relationship. 

5. Inquire about the consultant's objectivity. 
Ask the consultant to specify any special alle-
giances or financial incentives tied to computer 
products.  The ICCA code of ethics specifies 
that as independent computer consultants, 
members do not have undisclosed interests in 
client decisions, and are objective in their rec-
ommendations for each specific client situa-
tion. 

6. Determine who the consultant's backup 
will be. Discuss up front who will complete the 
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• Find wireless hotspots:                           
http://www.80211hotspots.com 

• A slightly technical site for small busi-
nesses   http://www.smallbiztechtalk.com/ 

• San Diego Telecom Council 
http://www.sdtelecom.org 

• Microsoft Office Tools 
http://www.office.microsoft.com/assistance 

• Symantec Reference Area for Hoaxes 
http://securityresponse.symantec.com/ 
avcenter/hoax.html  

 



project if something happens to the 
consultant. Many smaller consulting 
practices have agreements with col-
leagues or through their associations 
to provide backup for them. 

7. Consultant Accountability. 
Regular status reports are a good 
safeguard against the unexpected. 
They should keep you up-to-date on 
the consultant's progress, as well as 
the costs being incurred. 

8. An hourly or daily rate doesn't 
tell the whole story. An experienced 
consultant at a high hourly rate can 
usually justify that rate by producing 
value in a lot less time than a lower 
priced consultant. Plus, a good job 
will lead to lower maintenance costs 
in the future. 

9. Membership in a computer asso-
ciation adds legitimacy. Consultants 
in organizations such as ICCA 
pledge to uphold a high business 

standard and are often backed by 
professional liability insurance. 
ICCA, for example, functions as a 
nationwide business support forum 
composed of nearly 1,500 member 
firms. Through the network, a con-
sultant is able to obtain business and 
technical support to provide the best 
possible service. Consultants also 
exchange referrals to help clients find 
a proper fit between their needs and a 
consultant's expertise. Association 
involvement demonstrates a dedica-
tion to professional development, 
which is essential to staying on the 
cutting edge of the computer indus-
try. 

10.   Ask how long the project will 
take. The consultant should be able 
to give you an idea of the time that is 
involved. This is what he or she will 
base the cost estimate on. Make sure 
you also establish a way for the con-
sultant to notify you of delays.  
 B(IT)2◄ Dave Peiser, Peiser Solutions  
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When is a virus not a virus?  
How many times have you received an 
e-mail from a well intentioned person 
warning you about the latest devastating 
virus and that you should forward the 
warning to everyone you know? Or that 
if you forward a particular e-mail to eve-
ryone in your address book, Intel can 
keep track of it and Microsoft will pay 
you $203.15 for each e-mail sent over a 
two week period? Or tries to persuade 
you to delete a legitimate file from your 
computer such as Jdbgmgr.exe which 
was explained in the last issue of B(IT)2 
InfoSource? 
These e-mails are hoaxes. A hoax usu-
ally  gets mailed in chain letter fashion 
describing some devastating, highly 
unlikely type of virus. Hoaxes are de-
tectable as having no file attachment, no 
reference to a third party who can vali-
date the claim, and by the general tone 
of the message. 
The worst part about receiving these e-
mails, in my opinion, is all the cc’s of 
everyone else it was sent to that are left 

in the e-mail from a bazillion other for-
wards. 
If you get an e-mail like this, don’t for-
ward it. If you are genuinely concerned 
about a potential virus threat, contact 
your IT Professional and they can let 
you know if your concerns are founded. 
 
W32.HLLW.Lovgate.C@mm is a 
worm that contains mass-mailing and 
backdoor functionality. To replicate, it 
creates it’s own e-mails, adds infected 
attachments, and then e-mails each in-
fected message. The body of the e-mail 
contains one of the following messages: 
“Send me your comments …”, “Test this 
ROM! IT ROCKS!.”, “Adult content!!! 
Use with parental advisory.”, “Test it 30 
days for free.”, “I'm going crazy... please 
try to find the bug!”, “Send reply if you 
want to be official beta tester.”, “This is 
the pack ;)”, “This is the last cumulative 
update.”, “I think all will work fine.”, or 
“Check our list and mail your requests!”   
B(IT)2◄ John Fredette, Fredette Systems IT 
*email your virus questions to                    
John@fredette-it.com 

Virus Update: 

WORKING DAZE reprinted by permission of United Feature Syndicate, Inc. 

Windows Terminal Services:  
Centralization Reduces     
Management Costs 
In a standard networking environment, 
applications are installed on each indi-
vidual workstation, and those applica-
tions access data that is stored on a 
main file server.  Because data is cen-
tralized in one place, it can all be 
backed up and secured in a single loca-
tion, and users know that they will find 
what they need in one place. 
Terminal Services is a feature of the 
Windows server product that allows 
companies to centralize applications as 
well as data.  This solution can reduce 
IT costs significantly by creating only 
one place to install and maintain appli-
cations, and a single point of hardware 
maintenance and upgrades. 
B(IT)2◄Anna Luksich, 
Kaiser & Associates 

“Obsolete — 
Any computer 
you own”  
- Computer Terminology 
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Fredette Systems & IT Consulting   
John Fredette has had over 15 years of proven profes-
sional experience in the technology industry. He spe-
cializes in Microsoft products and his forte is systems 
engineering and network design/implementation as 
well as systems administration and end user applica-
tions. 
Previously John has held positions as Senior Systems 
Engineer with WinResources Computing, IT Opera-
tions Manager with Pacific Technology Services and 
Field Service Engineer with Wheb Systems. 
Mr. Fredette holds a  Bachelors of Science degree in 
Computer Information Systems and an Associate in 
Science degree in Electronic Engineering Technology 
as well as being a Microsoft Certified Professional 
and Certified NetWare Administrator. 
John has an ongoing commitment to expand his indus-
try knowledge, and to  share this knowledge with in-
terested audiences 

With around a $100 difference between 
the two versions of Windows XP, many 
business owners rightly ask why they 
should spend the extra cash for the Pro 
version. While we routinely recommend 
the Pro version to ensure getting the best 
performance from your business PCs, here 
are the main features you get only with the 
Pro version: 
• Remote access to your computer via 

the internet or a corporate network 
• Ability to log into a network or server 

that is managed by a Windows 
“Domain” 

• Protection of sensitive data in files 
and folders. The Encrypting File Sys-
tem (EFS), allows you to protect your 
files from being viewed by anyone 
other than you. 

• More robust options for backing up 

and restoring data 
• Advanced networking for multiple PC 

environments 
• Internet Information Services (IIS) 

lets you host and manage personal 
Web sites 

• Support for multiple-processor and 
multi-monitor systems 

• Support for multiple languages  
B(IT)2◄ Dave Peiser, Peiser Solutions  

Windows XP Home vs. XP Pro - What’s the difference? 

TIDB(IT)S: 
Leave your mouse behind and start using keyboard shortcuts to become 
more efficient in Windows … 

B(IT)2◄ John Fredette, Fredette Systems IT 

ALT + Esc = Switch view from appli-
cation to next open application 

ALT + Tab = Switch between win-
dows 

ALT + Space + X = Maximize window 

CTRL + A = Select all 

CTRL + C = Copy 

CTRL + X = Cut 

CTRL + V = Paste 

CTRL + Esc = Display Start menu 

CTRL + Shift + Esc = Task Manager 

Windows key + D = Hide/Display all 
windows 

Windows key + E = Windows Ex-
plorer 

Windows key + F = Search 

Windows key + R = Open Run Dialog 
box 

Windows key + M = Minimize all Win-
dows 

Windows key + Break = System 
properties 

F5 = Refresh the active window 

Tab = Move forward through options 
in dialog box 

Shift + Tab = Move backward through 
options in dialog box 

Firewall Necessity on the Web 
Firewalls are a necessity in a network-
ing environment if any computers on a 
LAN connect to the internet. A fire-
wall filters packets – both inbound and 
outbound -- and decides whether or not 
to let the information pass. This pre-
vents unauthorized access to internal 
resources from an external source. It 
may also be configured to disallow 
certain types of information from be-
ing retrieved through the internet. 
Other features that a firewall can pro-
vide are reporting and auditing capa-
bilities. Firewalls can be set up on a 
network through hardware or software.  
Keep in mind that a firewall isn't a 
cure-all for all potential threats. Com-
puter viruses attached to email cannot 
be stopped with a firewall. A firewall 
should be part of a larger security plan. 
Keep abreast of news about security 
holes in your everyday applications 
and keep them updated with appropri-
ate software patches.  
B(IT)2◄ John Fredette, Fredette Systems IT  

Many businesses have decided to 
save the cost of running network ca-
bles through the walls or on the 
floors of their offices in favor of in-
stalling a wireless network, also 
known as “WI-FI.” A wireless net-
work is relatively easy to install, and 
can allow everyone using  the net-
work to share an internet connection, 
connect to a server, and share files. 
The security of a wireless network is 
controllable if the appropriate net-
work settings are utilized. You can 
even provide internet access to your 
visiting clients, without giving them 
access to your confidential informa-
tion. B(IT)2◄ Dave Peiser, Peiser Solutions  

Wireless Networks For Business 


